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The IDSP Newsletter provides information on identity theft prevention and/or identity 
management related news items pulled from the headlines and/or submitted by IDSP 
participants. Participants are encouraged to submit information to the IDSP Program 
Administrator that they feel would be of interest to fellow IDSP participants.  The newsletter is 
provided periodically to IDSP members. 

 
For further information and updates on the Panel, please visit the IDSP website. 
 

NEWS and INFORMATION 
 
Javelin Study Finds Incidents of Identity Fraud on the Decline 
 
Javelin Strategy and Research released the 2007 Identity Fraud Survey Report which found a 
12% decrease in the number of identity fraud cases from 2005 to 2006.  Accordingly, there were 
also decreases in the total cost of identity fraud along with a decrease in the number of victims.  
 
Gartner Study Finds Identity Theft and Fraud Costs on the Rise 
 
A Gartner Inc. study found that 15 million people were victimized by some kind of fraud related to 
identity theft during a year-long period and also found that loss due to identity theft fraud more 
than doubled from 2005 to 2006.  Correspondingly, both the average loss on new account fraud 
and the amount of unauthorized charges to credit cards increased during the year.   
 
Identity Theft Tops the FTCÕs List of Consumer Complaints 
 
For the seventh year in a row, identity theft ranked first in fraud complaints consumers filed with 
the Federal Trade Commission (FTC).  Identity theft accounts for 36% of the 674,374 complaints 
received in 2006.  The FTC also found that credit card fraud was the most common form of 
reported identity theft. 
 
ITAC Concludes 2 of 5 ID Theft Victims Know How Their Info. Was Stolen 
 
Two out of five identity theft victims know how their personal data was stolen, according to a 
survey conducted by the Identity Theft Assistance Center (ITAC). 
 
New Studies Find Security Breaches Occurring on the Inside 
 
A general theme was found in two new studies from the Enterprise Strategy Report Group and 
the Ponemon Institute: enterprises are leaking an increasing amount of data from the inside.  The 
Enterprise Strategy Group report found that one third of the enterprises surveyed had knowingly 
experienced a loss of sensitive data in the last 12 months, with an additional 11% unsure of 
whether a breach occurred. The Ponemon study found nearly 60% of US-based businesses and 
government agencies believe they are unable to effectively assess or quantify insider threat risks 
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within their organizations, leaving them vulnerable to privacy breaches, failed audits, and 
potential fraud or misuse of data. 
 
More States Propose Credit Freeze Laws  
 
Twenty-six states currently have laws that allow consumers to freeze access to their credit files.  
Additionally, sixteen more states have proposed legislation that would give consumers this right.  
Credit freezes give the consumer control over who can look at his/her credit reporting file for the 
purpose of granting credit; and thus prevents fraudsters from being able to establish fake 
accounts. 
 
DHS Proposes Standards for the REAL ID DriverÕs License 
 
In compliance with the REAL ID Act of 2005, The Department of Homeland Security issued its 
proposal to establish minimum standards for state-issued driverÕs licenses and identification 
cards.  A REAL ID driverÕs license will be required in order to access a federal facility, board 
federally-regulated commercial aircraft, and enter nuclear power plants.  Some states have 
received an extension on the original deadline of May 11, 2008 and are allowed a waiver period 
until December 31, 2009 to comply with the REAL ID Act.  The proposed regulations have been 
submitted to the Federal Register for a 60-day public comment period. 
  
Gates Asks Congress for New Consumer Privacy Law 
 
Microsoft Chairman Bill Gates has asked repeatedly for a wide-ranging privacy law.  Now, he is 
asking Congress directly for a law that would allow consumers to control their personal data, 
provide transparency about what their data is used for, and would notify them when their data has 
been compromised. 
 
Co-chairs of AHICÕs Privacy Subcommittee Resign 
 
Health Privacy Project Director Janlori Goldman and Deputy Director Paul Feldman have 
resigned as co-chairs of the Confidentiality, Privacy, and Security Workgroup (CPS) a 
subcommittee of the American Health Information Community (AHIC).  The CPS is the federal 
committee created to advise the government on privacy issues in electronic health information.  In 
their letter of resignation, the co-chairs implied that AHIC was making advancements in health IT 
without paying necessary attention to security and privacy policy issues. 
 
Proposed Massachusetts Law Would Make Companies Pay for Data Breaches 
 
Proposed legislation in Massachusetts (House bill 213, sponsored by Rep. Michael Costello) 
would amend the commonwealth's laws to make any commercial entity whose customer 
information is stolen liable to card-issuing banks for costs those banks incur because of the 
breach as well as any subsequent fraudulent activity.   The proposal, which also includes a 
customer breach notification provision, comes in the wake of data breaches at TJX Companies 
and Stop & Shop, two prominent retailers in the area. 
 
New York State Off ice for Technology Issues Best Practices for ID Management 

The New York State Office of Technology has issued guidelines to address the need for better 
information security based on work by the National Institute of Standards and Technology (NIST) 
and the US Office of Management and Budget.  The NYS Trust Model establishes basic 
standards and processes that will govern the way identity credentials are managed.  The 
guidelines will be a part of a larger governance framework that is still being developed.  New York 
CIO, Michael Mittleman, has suggested that these guidelines will have impact beyond the state of 
New York. 
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Smart Card Alliance Identity Council Releases Guidelines 
 
The Smart Card Alliance Identity Council has released guidelines regarding best practices for 
organizations implementing radio frequency (FR) technology in identity management systems.  
The best practices address the public misperception that all RF-enabled technology is RFID.  
Through widespread corporate and government use, RFID has become validated as a secure 
and reliable way to transmit ID information and is not inclusive of all RF products. 
 
New Software Will Aid in Preventing Identity Theft 
 
Velosecure has released new software designed to help home users and small to medium sized 
businesses combat identity theft.  The new product, Identity Finder(TM), searches computers for 
personally identifiable information and helps users to either securely delete or encrypt the 
information. 
 
Cyber Fraud Assets Frozen 
 
Three million dollars in assets belonging to an Eastern European cyber-ring have been frozen by 
a federal judge in an online stock manipulation case, the largest such asset freeze to date.  In a 
complaint filed in the U.S. District Court in Washington, the Securities and Exchange Commission 
alleged that the ring netted at least $733,000 over the twelve months prior to December 2006.   
The case involves hackers gaining access to investorÕs online accounts, selling off stocks and 
using the proceeds to by penny stocks held in their own accounts. 
 


